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ITporpammy cocTaBUI(1):

xkmH, [loy., [lanmenees Cepeeii Braoumuposuy

Pabouas nporpamma

OO0mas Teopusi CBSI3U

Paspaborana B coorBerctBuu ¢ OC BO:

CaMOCTOSATENBHO YCTaHABIMBAEMBbIH 00pa30BaTeIbHBIH CTaHAAPT BICIIEro oopasoBanus PenepanbHOE roCy1apCTBEHHOE
aBTOHOMHOE 00pa3oBaTeIbHOE YIPEXKJeHHE BRICIIIEro oopazoBanus «HalmoHampHBI Heclle[oBaTeNbCKIN TEXHOIOTHYESCKHIH
yHusepcuter « MUCuC» no HampasieHHIO moAroToBkr 27.03.04 YnpasiieHue B TEXHHYECKHX CHCTeMax (ypOBEeHb OakajaBpHara)
(mpuka3 ot 02.12.2015 r. Ne 602 0.B.)

CocraBiieHa Ha OCHOBaHUU yqe6H0ro IJ1aHa:

27.03.04 Ypasienne B TexHuueckux cucremax, Y TC-18 30.plx MuhopMaImoHHbIe TEXHOIOTHH B YIIPABICHUH, YTBEPKICHHOTO
VYuensim coBetoM BO HUTY "MUCuC" 28.02.2018, npotokon Ne 5-18

Pabouas nporpamma oro0peHa Ha 3aceaHuu Kadeapsl

ObmenpodeccHoHATBHBIX AUCHUILINH

IIpoTokoi ot 26.06.2020 r., Nel10

3aB. kadenpoit YcuyHnu-Kpurep T.H.



1. EJN U 3AJJAYU OCBOEHUSA

1.1|®opmupoBaHue y CTYACHTOB 3HAHWH, YMEHUI U HABBIKOB, MTO3BOJISIOIINX

1.2|- ucmoap30BaTh MPOTOKOIBI IPH HOCTPOSHUH CHCTEM CBSI3H;

1.3|- ompemensaTs MPOTOKOJ MM CEMEWCTBO MTPOTOKOJIOB HEOOXOMUMBIX /IS PEIIECHHS 3a/1a4l U B3aUMOACHCTBISI MEXK LY
CHCTEMaMH CBSI3U U UHPOPMAIIHOHHBIMU CHCTEMaMU;

1.41- YMEHUEC TOJIb30BaThCA CI)yHKI_[I/ISIMI/I, Tpe6y€MLIMI/I JJIA UCTIOJIB30BAaHUA OIPEACIICHHOI'O ITPOTOKOJIA.

2. MECTO B CTPYKTYPE OGPA3OBATEJIbHOM ITPOI'PAMMBI

Llukx (pasaern) OIT: [B1.B.]11B.07

2.1|TpeGoBaHus K NpeIBapUTEIbLHOI MOATOTOBKE 00yYAIOIIEr0Cs:

2.1.1|CucreMHOe IporpaMMHOE OOeCIeYeHHE

2.1.2|Cucrembl ynpaBieHus 6a3aMu JaHHBIX

2.2|JucuMnianHbl (MOIYJIH) U PAKTHKH, VIS KOTOPBIX OCBOEHHE TAHHOW JUCHUILIMHBI (MOAYJI51) HEOOX0UMO KAK
npeauIecTByOee:

2.2.1|Web npuinoxeHus yIaJeHHOTO YIPaBICHUS

2.2.2|TexHomnorus co3anusi UHTEPHET NPUIOKEHU

3. PE3YJIbTATBI OBYYEHMUSI 1O JUCHUIIJIMHE, COOTHECEHHBIE C ®OPMHUPYEMbIMH
KOMIIETEHIIUAMMU

MK-5.3 : roTOBHOCTH NPOU3BOAMTH HHCTAJISINHIO M HACTPOIKY CHCTEMHOI0, MPUKJIATHOTO M HHCTPYMEHTAJIBLHOTO
NPOrpaMMHOI0 ofecreyeHusi CHCTeM AaBTOMAaTH3AallMU U YIIPaBJICeHHUA

3HaTh:

ITK-5.3 -31 crocoOs! HCIOIB30BaHMS POTOKOJIOB ISl PELICHHS 33/1a4, BO3HUKAIOIIUX IIPH IIPOSKTUPOBAHUU CHCTEM CBSI3H H
MHPOPMAOHHBIX CHCTEM

OIIK-6.1: cmocodHOCTH OCYIIECTBJISATH MOUCK, XPaHEHHE, 00padOTKY M aHAIU3 HHGOPMAIMH U3 PA3TUYHBIX HCTOYHHKOB U 023
JAHHBIX, IPEACTABJIATDH ee B TpedyeMoM opmaTe ¢ MCIO0JIb30BaHHEM HHPOPMAIMOHHBIX, KOMIIBIOTEPHBIX M CETEBbIX
TeXHOJIOTHI

3HaTh:

OIIK-6.1-31 mpuHIUIEI HCIONIB30BaHMUS IPOTOKOJIOB IIPH HOCTPOSHUH CUCTEM CBS3U

MK-5.3 : roTOBHOCTH MPOU3BOAMTH HHCTAJJISIHHIO M HACTPOIKY CHCTEMHOI0, MPUKJIATHOTO 1 HHCTPYMEHTAJIBLHOTO
NMPOrpaMMHOr0 o0ecnie4eHHs1 CHCTEM aBTOMATU3ALMM M YIIPaBJIeHHUS

YMeTh:

[K-5.3 -Y1 onpenenuTh NPOTOKOJ MK CEMEHCTBO MPOTOKOJIOB, HEOOXOAMMBIX ISl PELICHHS 3a/1a4i B3aMOICHCTBUS MEX LY
CHUCTEMaMH CBSI3U M HH(POPMAI[HOHHBIMUA CHCTEMaMHU

OIIK-6.1: ctocoOHOCTH 0CYILIEeCTBJIATH NOMCK, XPaHeHHe, 00pa0doTKy U aHAJU3 MHGOPMAIINH U3 PA3JIMYHBIX HCTOYHUKOB M 0a3
JAaHHBIX, IPEACTABJIATH ee B TpedyeMoM opmaTe ¢ MCNOJIb30BAHUEM MH(OPMALOHHBIX, KOMIIBIOTEPHBIX U CeTeBbIX
TeXHOJIOTHI

YMeTh:

OIIK-6.1-Y1 dopMynupoBaTh OCHOBHbIE TEXHUYECKHE TPEOOBAHMS K MHPOKOMMYHHKAIIMOHHBIM CETSIM U CHCTEMaM

IK-5.3 : roTOBHOCTH NMPOM3BOAUTH HHCTAISIIMIO H HACTPOIKY CHCTEMHOT0, MPUKJIATHOTO H HHCTPYMEHTAIBLHOTO
NMPOrpaMMHOI0 o0ecredeHnsi CHCTEM aBTOMATH3ALMM M YIIPABJICHUS

Baagern:

[1K-5.3 -B1 ucnosib30BaHMEM aHAIU3ATOPOB MPOTOKOJIOB, JUATHOCTUYECKUX MPOTPAMMHBIX CPEACTB, [UIs ONPEICIICHUS THUITA
MIPOTOKOJIA U QYHKLUH, peann3yeMbIX JaHHBIM IIPOTOKOJIOM;

OIIK-6.1: cnoco0HOCTH OCYIIECTBJIATDH MOUCK, XPaHEeHHe, 00padoTKY M aHAJIM3 HHPOPMAIMH U3 PA3TUYHBIX HCTOYHHKOB U 0a3
JAaHHBIX, IPEACTABJIATH ee B TpedyeMoM opmaTe ¢ MCIOJIb30BAaHHEM MH(OPMAIMOHHBIX, KOMIIBIOTEPHBIX U CETEBBIX
TeXHOJIOTHH

Baanern:

OIIK-6.1-B1 BnazeTs cpaBHUTENBHOM OLIEHKOM Pa3IMYHBIX CIIOCOOOB OCTPOCHUSI MHPOKOMMYHHKAIIMOHHBIX CHCTEM U CeTel

4. CTPYKTYPA U COJAEP)KAHHE

Kon HaumenoBanue paszienioB u TeM /Buj 3ausitus/| Cemectp / | HacoB | Komneren- |JIluteparypa u| Ilpumeuanue
3aHATHS Kypc 1970 3JI. pecypchbl

Paznea 1. YposHeBasi mogesb OSI.




11 Haznauenue u Gpynkiuu yposneii. Obmas 1 OIIK-6.1 TIK-5.3 JI1.1
xapakrepuctuka moaenu OSl. dusnyeckuit €]
ypoBenb. KananbHbiil ypoBeHb. CeTeBoit
ypoBeHb. TpaHcopTHEIN ypoBeHb. CeaHCOBBIN
YpPOBEHb. YPOBEHb NpeacTaBieHus. [Ipuknannou
ypoBeHsb. /JIex/

1.2 Knaccuduxkanus nmpoToKojIoB B COOTBETCTBUH C 1 OIIK-6.1 TIK-5.3 JI1.1
(hyHKUMAME ypoBHEH (pacipeeneHue 21
MPOTOKOJIOB TI0 YPOBHSM OIEPAIOHHON

1.3 Haznauenue u Gpynkuu yposneii. Obmias 2 OIIK-6.1 TIK-5.3 J1.1
xapaxrepuctuka mogenu OSI. /TIp/ 22

14 Amnanu3 naketHoro Tpaduka /J1a6/ 3 OIIK-6.1 TIK-5.3 JI1.1

22

1.5 ITocTpoeHne MHOTOypOBHEBOTO CETEBOIO 2 OIIK-6.1 TIK-5.3 J1.1
MPOEKTa C UCTIONIb30BaHneM MOCTOB. /TIp/ 22

1.6 TIpopaboTka JIEKIIMOHHOTO MaTepuaa u 58 OIIK-6.1 TTK-5.3 JI1.1
HOATOTOBKA K IPaKTU4ecKUM 3aHsaTusam. /Cp/ 01092
Paznen 2. CeTeBble TEXHOJIOTHH JIOKAJIBHBIX
ceTeH Ha
npnmepe cetn Ethernet. Oco6ennocTn
JIOKAJBHBIX
ceTeH.

2.1 KommyTtupyemsie cetu Ethernet. CkopoctHbie 2 OIIK-6.1 ITK-5.3 J1.1
Bepcun Ethernet. Kimaccuueckuit Bapuant 21
Ethernet. Fast Ethernet. Gigabit Ethernet. 10G
Ethernet. /JIex/

2.2 Amnanus nportokonos Ethernet u ARP /JIa6/ 3 OIIK-6.1 ITK-5.3 J1.1

22

2.3 CeTeBble TEXHOJIOTHH JIOKAJIBHBIX CETeH Ha 1 OIIK-6.1 IIK-5.3 J1.1
npumepe cetu Ethernet. /ITp/ 32

24 Pa3paboTka npoeKTa BEIYUCIUTEILHON CETH U 1 OIIK-6.1 TIK-5.3 JI1.1
MoJienupoBanue ee padotsl. /TIp/ 22

25 TIpopaboTka JIEKIIMOHHOTO MaTepHaia u 58 OIIK-6.1 TTK-5.3 JI1.1
MOJITOTOBKA K MPaKTUYeCKuM 3aHsTusm. /Cp/ 2132
Pa3nen 3. KananabHblii ypoBeHb. IIpoTokoabl
KAHAJIBHOI'0
ypoBHs. JlekoMNo3nIUsI KAHATBLHOTO YPOBHSI.

3.1 THonyposan MAC u LLC. CereBoit, 2 OIIK-6.1 IIK-5.3 J1.1
TPAHCIOPTHBIN U CEAHCOBBIM yPOBEHb MOJENU €]
OSI. Heo6x0quMOCTh CETEBOTO YPOBHSI.

TIpoToKOIIBI CeTeBOro ypoBHs. IIpoTOKOJIEI
TPaHCIIOPTHOTO YpOBHs. [IpOTOKOJIBI C€aHCOBOTO
yposus (NSF, SQL, Sun RPC, X-Windows).

3.2 Crek nporokonos TCP/IP. IIporoxou IP. 2 OIIK-6.1 TIK-5.3 J1.1
TIporokon TCP.CooTrBeTcTBHE CTEKA MPOTOKOJIOB 21
TCP/IP momenu OSI. /JTex/

3.3 Pacnpesnenenue npoTOKOJIOB 110 JIEMEHTAM CETH. 1 OIIK-6.1 TIK-5.3 J1.1
BcnomorarenbHble TPOTOKOJIBI TPAHCTIOPTHOM €]
cucteMsl. [lepenaya 3ByKa U H300paKeHHs C
UCII0JIb30BaHKEM CeMelcTBa
npotokoisioB H.323. [IpoTokosbl TPUKIAIHOTO
yposust (WWW, SMTP, POP3, IMAP).

TIpoTOKOIIEI MapIIPy TH3ALNH
(RIP,OSPF,EIGRP) TTpotokon RIP. /JIex/

3.4 TToctpoeHue TabnuIBI 1 OIIK-6.1 T1K-5.3 JI1.1
MapuipyTu3anuui. MeTozs! 00pbObI € TOKHBIMU 21
Mapuipytamu B mpotokoiie RIP. [Tpotokon OSPF.

JIBa 3Tama mocTpoeHUs TaOJIHIIbI
Mmapuipytusaiuu. [Iporokon EIGRP. /Jlex/

35 KananbHblil ypoBeHb. IIpoTOKO/IBI KaHATBHOIO 2 OIIK-6.1 TIK-5.3 J1.1
YPOBHSL. 22
JlekoMIo3uIHs KaHanbHOTo ypoBHsL. /TIp/

3.6 ITocTpoeHne KOpHOpaTHBHOI ceTu ¢ 2 OIIK-6.1 TTIK-5.3 J12.132

UCIIOJIb30BaHUEM
MapuIpyTHU3aTopoB u TexHoioruu ATM. /TIp/




3.7 [IpopaboTka JEeKIMOHHOTO MaTepHana 1 7 27 OIIK-6.1 IIK-5.3 | JI1.1J12.1
[IOATOTOBKA K MPAKTUYECKUM 3aHATUSAM. 21 92
TToaroroBka k sk3ameny. /Cp/

KonTpons 7 9 OIIK-6.1 TIK-5.3 | JI1.1JI12.1
2192

5. ®OHJ ONEHOYHBIX MATEPHUAJIOB (IIpujioxenue)

6. YYEBHO-METOJAUYECKOE U HH®OPMALIMOHHOE OBECIIEYEHHUE

6.1. Pexomenayemas 1ureparypa

6.1.1. OcHoBHas JIMTEpaTYypa

ABTODHI, 3armasue Bubnmoreka W3z narenscTBO, TOI
JI1. [Omuadep B.I'., KomneroTepHbIe ceTH. DJIEeKTPOHHBIN KaTajlor Mutep CII06: IMutep, 2013
1 |Omudep H.A. [IpuHIMIIBI, TEXHOJOTHUH,
MIPOTOKOJIBL: YUYeOHUK
6.1.2. JlonoJiHUTEIbHAS JINTEPATYpa
ABTOpHI, 3ariaBsue Bubnuoreka WznaTenbcTBO, TOI
JI |XKepnes A.A. AJIMUHHCTpUPOBAHUE DIEeKTPOHHBIN KaTaaor Mockaa, 2017
2.1 HH(GOPMALIHOHHBIX CHCTEM. http://elibrary.misis.ru/action.php?kt
[MpakTukym path_info=ktcore.SecViewPlugin.acti
ons.document&fDocumentld=11626
6.2. llepeuenn pecypcoB HHPOPMANIMOHHO-TEJIEKOMMYHHKAIIMOHHOM ceTH « AHTepHET»
IIportokounsl ceteii (CeTeBble TexHOIOTHH. Kypc http://elibrary.misis.ru/action.php?kt path_info=ktcore.SecViewPlug
O | nexumit) in.actions.document&fDocumentld=12591
[Tporokounsr cereii (CeTeBble TEXHONOTHH. http://elibrary.misis.ru/action.php?kt_path_info=ktcore.SecViewPlug
92 |TIpaxruxym) in.actions.document&fDocumentld=5023
6.3 IlepeyeHb JTULEH3HOHHOIO MPOTPAMMHOI0 00ecneyeHus
I1.1 |Wireshark
I1.2 |MS Office 2007
I1.3 |LMS Canvas,
I1.4 |MS Teams.
I1.5 |[Windows 7 Professional
I1.6 |Dr.Web
6.4. Ilepevyenb HHPOPMANMOHHBIX CIIPABOYHBIX CHCTEM M MPO(ecCHOHAIBHBIX 023 TaHHBIX
WM.l |Hayunas snekrponnas 6ubnuoreka eLIBRARY.ru — URL: https:/elibrary.ru/
W.2 |Hayunas snekrponnas 6ubmuoreka MUCuC - URL: http://elibrary.misis.ru/login.php
3 OnexrponHas 6ubnnoteyHas cuctema (ObC) — «YHUBepcuTeTCKas OMOIHOTEKa OHIAHH» OTKPBITHIN KPYTIOCY TOYHBII
‘ JOCTYII Yepe3 UHTEPHET C PerucTpanueil B oudanorexke 1 BBozoM mapoJst.- URL: http://biblioclub.ru/
7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYUEHUE
Ayn. Hasnauenne OcHanienue
15 OO0mast Teopust CBS3H Aynutopus Ui MPOBEJIEHUSI  3aHATHUH
JICKIIMOHHOTO  THIA, CEMHUHAPCKOTO  THIIA,
TEKYIIEro KOHTPOJIS, HHAABUIYATbHBIX
KOHCYJIbTAllUH, MPOMEXYTOYHOM aTTecTaluH,
PYIITOBBIX KOHCYJIbTAIIH: JIOCKa
KJIaccHUecKasi, JTIOCKa HHTEPaKTHBHAS,
KOMITBIOTEP € JOCTYNoM k cetu "HMuTtepret” (1
IIT.), TPOEKTOpP, OJKpaH, pabodee MECTO

npenoaasarens, cron (16 mr.), cryn (32 mr.)
I[10: Windows 7 Professional, Microsoft Office
2007, antusupyctaoe [10 Dr.Web, MS Teams,
Visual Studio, KOMIUIEKT TEeMaTHYECKUX

Mpe3eHTauui



http://elibrary.misis.ru/action.php?kt_path_info=ktcore.SecViewPlugin.actions.document&fDocumentId=11626
http://elibrary.misis.ru/action.php?kt_path_info=ktcore.SecViewPlugin.actions.document&fDocumentId=11626
http://elibrary.misis.ru/action.php?kt_path_info=ktcore.SecViewPlugin.actions.document&fDocumentId=11626
http://elibrary.misis.ru/action.php?kt_path_info=ktcore.SecViewPlugin.actions.document&fDocumentId=12591
http://elibrary.misis.ru/action.php?kt_path_info=ktcore.SecViewPlugin.actions.document&fDocumentId=12591
http://elibrary.misis.ru/action.php?kt_path_info=ktcore.SecViewPlugin.actions.document&fDocumentId=5023
http://elibrary.misis.ru/action.php?kt_path_info=ktcore.SecViewPlugin.actions.document&fDocumentId=5023
https://elibrary.ru/
http://elibrary.misis.ru/login.php
http://biblioclub.ru/

4 OO01m1ast TeopHs CBS3H KoMIBIOTEpHBI Kiacc M MPaKTHUYCCKHUX
3aHATHI, CEMUHAPCKOrO THUIA, JA0OpaTPHBIX
paboT, TEKyIIEro KOHTPOJIS, WHIMBHIYaTbHBIX
KOHCYJIbTAIlMiA, MPOMEKYTOYHON aTTECTAIUH,
rpYMIIOBBIX KOHCYNbTaIMi/l0CKa KiIacCHyecKas
- lmwT., komneroTep - 16mT., TpoekTop - lmr.,
ctonm - 16 mT., CcTOJN, CTyn TpernoaaBaTeis -
lmr., cryin - 32 mr., 3kpas - 1mr.I10: Windows
7 Professional, Microsoft Office 2007,
'Wireshark, antuBupycnoe I1O Dr.Web, MS
Teams, KOMIUIEKT TEMAaTUYECKUX MPE3eHTAINH,
TOCTYTI K UHTEPHETY

46 Ayznutopus ISl CAMOCTOSTENBHON paboThI 00yarOIIHXCS AyIUTOpHS IUIL  CaMOCTOSITENIBHOH  paboTHI
00yJaromuxcsi, IMEeTCsl MOAKIIOUEHHE K CETH
"UnTepHeT" ©W IOCTYm B SJIEKTPOHHYIO
nH(OpMaMOHHO-00pa30BaTENBHYIO CPEy:
TOCKa KJIaccU4eckasi, KOMIBIOTEP C JOCTYIOM K
cetn "UnTeprer" (16 mrt.), mpoexrop (1 mrT.),
bkpan (1 mT.), paboyee MeCTO MperogaBaTess,
ctoi (16 mT.), cTyn (32 mmrt.)

[10: Windows 7 Professional, Microsoft Office
2007, Kommnac, antusupycHoe [10 Dr.Web, MS
Teams, Visual Studio

8. METOIUYECKHUE YKA3AHUS VIS OBYYAIOIUXCSA

Beck kypc paszaeneH Ha caMOCTOATENbHBIE B3aUMOCBSA3aHHBIE YaCTH, T.€. IMEET MOJyJIbHOE TIOCTpoeHue. PazBurtue
CaMOCTOSATEIFHOCTH CTYJICHTOB JIOCTUTAeTCs HHANBUIyaNn3aluel MpakTHIeCKUX 3aJaHUH U BOIIPOCOB JAJIsI BHYTPHUCEMECTPOBOTO
KOHTPOJISI 3HAHUW. DTO 00eCIeunBaeTCsl METOIUUECKMMH pa3paboTKaMu, CO3/1aHHBIMHU B JIEKTPOHHOM (hopmare, CylecTBEeHHO
MOBBIMIAIOIINMH 3()(HEKTHBHOCTE CAMOCTOSITENBHOM PabOTH CTYJICHTOB.

Jlexu IpOBOATCS C UCIOIB30BAHUEM MYJIBTUMEIUIHBIX TEXHOIOTHH B CTICIIHATIBHO 00OPYJOBAHHBIX ayIUTOPHUSAX, IIPU 3TOM
JIEKI[MOHHBIH MaTepuall JeMOHCTPUPYETCSI C HCTIOIb30BaHeM rpadudeckoro pegakropa Power Point.

Ha npaxTudeckux 3aHATHIX U IPH BBIIOJHEHNH JOMAIIHUX 3aHATHI OCBaWBAIOTCS KaK KIIAaCCHUECKHE METOABI PELICHHUS 3a/1a4, TaK
U C UCTIOJIb30BaHUEM MAKETOB MPUKIATHBIX TporpaMM. Takas BO3MOXKHOCTh 00€CIIeUnBaeTCs PAllMOHATBHBIM HCIIOIb30BaHIEM
BPEMEHH IIPH MIPOBEACHUH JEKIIMH U MPAKTUYECKHUX 3aHATUH C ITMPOKUM HPUBJICUYCHUEM MYJIbTUMEINHHON TEXHUKH, U
COBPEMEHHBIX MTaKEeTOB MPUKIIAJHBIX IPOTPaMM.

JucnumumHa TpeGyeT 3HAaYUTEeTFHOT0 00beMa CaMOCTOSITENbHON paboThl. OTAeIbHbBIE yueOHbBIE BOIPOCH BEIHOCITCS Ha
CaMOCTOATENBHYIO IPOPaObOTKy U KOHTPOIUPYIOTCS MOCPEICTBOM TeKyIei artectaniui. [Ipy 3TOM OpraHu3yIoTCs IpyIIOBbIEe
WHINBUAYaJIbHBIE KOHCYJIBTAIIUN.




